Gift of Fire
Computers in Society – Fall 2009

Chapter 2- Privacy Issues

(20 pts)

Here are three privacy-related issues that have generated controversy (or may do so in the future). Your assignment is to participate in discussions of at least two of these questions, using the discussion that is indicated for each question and each group. In thinking about and discussing these issues, you should analyze the situation, use analogies and similar cases when possible; mention various possible risks and consequences, etc. 

Please see the handout "Discussion Guidelines" for further information.
A. Discussion forum: "Location Tracking"
Veterinarians implant computer chips into pets and farm animals to identify and track them if they get lost. Some people suggest doing so for children. Discuss the privacy implications of such proposals. What are the risks? Do the benefits outweigh the risks? Do parents have the right to have the chips implanted in their young children?  How about in their teenage children? If there was a bill in Congress to require ID chips in children under the age of 5, would you support it? Why or why not?
B. Discussion forum: "Cameras and Face Recognition" 
Suppose that your city is considering setting up a camera and face-recognition system in the downtown area and in neighborhoods with high crime rates. You are asked to serve as consultants to help design policies for use of the system. Consider a variety of aspects: for example, who will have access to the system, what databases of photos will be used for matching, how long video will be stored, who would operate the system (law enforcement agencies or private companies) and other factors you would consider important. Describe some of your most important recommendations and your reasons for them. 

C. Discussion forum: "Cell Phones and Privacy"
Prepaid cell phone service can protect privacy. One can buy a phone for cash and pay cash in advance for service. There are no billing records, and records of calls made on the phone are not linked to the owner. Cell phone carriers and governments in a few countries have considered ending prepaid phone service because criminals use it to avoid law enforcement agencies who can not trace them. What are some legitimate uses for prepaid cell phones? Should prepaid cell phones be banned or otherwise controlled by law (i.e. require cell phone users to register their prepaid cell phones so they can be tracked)? Give your reasons.

Note: Some of these exercises are adapted from A Gift of Fire, by Sara Baase.
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A. Discussion forum: "Location Tracking"
Example 1: Veterinarians implant computer chips into pets and farm animals to identify them if they get lost. Some people suggest doing so for children. Discuss the privacy implications of this proposal and answer the following questions: 
What are the risks? 
Do the benefits outweigh the risks? If yes, in what way? If not, why not?

Do parents have the right to have the chips implanted in their young children?  Why or why not?

How about in their teenage children?  Why or why not?

If there was a bill in Congress to require ID chips in children under the age of 5, would you support it? Why or why not?
Individual Worksheet- Name: _____________________________________________________

Assignment 2: Privacy Issues
Date: _____________

A. Discussion forum: "Location Tracking"
Example 1: Veterinarians implant computer chips into pets and farm animals to identify them if they get lost. Some people suggest doing so for children. Discuss the privacy implications of this proposal and answer the following questions: 
What are the risks? 
Do the benefits outweigh the risks? If yes, in what way? If not, why not?

Do parents have the right to have the chips implanted in their young children?  Why or why not?

How about in their teenage children?  Why or why not?

If there was a bill in Congress to require ID chips in children under the age of 5, would you support it? Why or why not?
Group Worksheet - Group Name: __________________________________________________

Assignment 2: Privacy Issues
Date: _____________

Names: _______________________________________________________________________

2. ____________________________________________________________________________

3. ____________________________________________________________________________

4. ____________________________________________________________________________

5. ____________________________________________________________________________

6. ____________________________________________________________________________

7. ____________________________________________________________________________

8. ____________________________________________________________________________

B. Discussion forum: "Cameras and Face Recognition" 
Suppose that your city is considering setting up a camera and face-recognition system in the downtown area and in neighborhoods with high crime rates. You are asked to serve as consultants to help design policies for use of the system. Answer the following questions: who will have access to the system, what databases of photos will be used for matching, how long video will be stored?
Who would operate the system, law enforcement agencies or private companies? Why?

What other factors you would consider important?

Describe some of your most important recommendations and your reasons for them. 
There will likely be public concern over such a system.  How would you address these concerns?
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C. Discussion forum: "Cell Phones and Privacy"
Prepaid cell phone service can protect privacy. One can buy a phone for cash and pay cash in advance for service. There are no billing records, and records of calls made on the phone are not linked to the owner. Cell phone carriers and governments in a few countries have considered ending prepaid phone service because criminals use them to avoid law enforcement agencies that can not link them back to the owner. What are some legitimate uses for prepaid cell phones? 
Should prepaid cell phones be banned? Why or why not?

Suggest ways prepaid cell phones could be controlled or regulated to satisfy both the legitimate uses and law enforcement's needs.

Should prepaid cell phone users be required to register their prepaid cell phones so they can be tracked? Why or why not?
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